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Participation of people is the most important factor in providing high quality of service
in participatory sensing applications. In this paper we study monetary incentives in order to
stimulate user’s participation, especially in applications that rely on real-time data. Providing
such incentives is hard because the service provider cannot determine the price at which each
user would be willing to sell his own sensing data. Introducing traditional reverse auction
mechanisms would allow to reveal this value, but they do not take under consideration the
fact that sensing data are not all of same quality. This paper applies Multi-attributive Auction
mechanisms that besides negotiation on the price, help service providers select the sensing
data of the highest quality and also give users the incentive to further improve on them.
We verify the benefits of this scheme using simulation experiments and we identify further
research challenges.
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1. Introduction

The wide adoption of mobile devices in combination with the spread of the Web
2.0 paradigm on the Web recently created the right conditions for a new scope of
research, often referred to as mobile phone sensing [1] or participatory sensing [2].
It complements our previous efforts in wireless sensor networks and due to sensor-
rich devices, geo-localized user-generated content can now be created any time and
anywhere. Other sensors, besides geo-location chips, such as camera, gyroscope,
light sensor or accelerometer started to become more and more prevalent in mobile
devices carried by billions of people, enabling new large-scale practices.

Currently researchers experiment with these new possibilities enabled by the
sensing capabilities of mobile devices. As a consequence, today’s suggested partici-
patory sensing projects are not restricted to a few fixed services, but rather appear
as a broad set of different, dynamic, and feature-rich services that are both excit-
ing and helpful to citizens [1]. Some of these services are personalized, for instance
computing people’s daily exposure to pollution [3], keeping track of their dietary
habits [4], etc.

But the most interesting projects are those that share the vision of a sensor
data-sharing infrastructure, where people and their mobile devices provide their
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collected data streams in accessible ways to third parties interested in integrating
and remixing the data for a specific purpose/campaign. A popular example is a
noise mapping application, which generates a collective noise map by aggregating
measurements collected from the mobile phones of volunteers [5-7]. It can raise
citizen awareness of noise pollution levels, and aid in the development of mitigation
strategies to cope with the adverse effects. In similar applications, people monitor
air pollution [8] or road and traffic conditions [9)].

A key factor for the success of such applications lies in the people’s participa-
tion in data sensing activities. Even though the ubiquity of mobile devices makes
mass participation feasible, as attempted in [10], it remains questionable how the
general public can be motivated to participate. Participatory sensing projects, so
far, call users to volunteer and offer the sensing capabilities of their mobile devices
without getting or perceiving any immediate benefits. These attempts have only
been moderately successful and make it clear that the focus of research should be
extended to investigate what kind of incentives would make people get involved
more actively in such projects.

From the viewpoint of service providers that collect and utilize sensing data,
monetary incentives could increase user participation for the service. It could help
service providers attract a large number of participants and thereby increase not
only the collected amount of data, but also its quality, in order to offer a higher
quality of service back to the users.

In the case of offering monetary incentives, a challenge for the service provider is
to determine the price that users expect for their effort of collecting and submitting
the data. This price may depend on the individual preferences of the users and how
they perceive the cost of participating in the process. Sensing takes time, interrupts
other activities, consumes additional battery power and data traffic bandwidth, and
most importantly may require users to give up some of their privacy. Indeed, shared
sensing data becomes intimately related to the personal sphere of the individual and
a lot of personal information could be revealed as a by-product of the process [11].

This means that each user has his own valuation and thereby a minimum price
that he expects to receive, depending on how much effort and personal information
he has to give, in order to collect and provide sensing data for a service provider.
This valuation naturally differs among individuals and based on the context or
situation they are currently in. So, users offer to harvest the heterogeneous resource
“sensing data” at an individual and prior unknown minimum price.

Our contribution

In this paper, we introduce multi-attributive auctions (MAA) as a dynamic pricing
scheme for participatory sensing. We argue that this mechanism provides benefits
attractive for participatory sensing and in particular:

(i) Service providers can avoid the challenge of determining the price a user
expects to receive for his sensing data.
(ii) Service providers can influence the data quality of the sensing data through
the auction process, in order to meet their application requirements.
(iii) Users are able to evaluate and improve on their data quality during the
auction process, in order to archive a higher bid.

Multi-attributive auctions have been typically applied so far in business-to-
business procurement cases. However, to the best of our knowledge, it has never
been applied in cases where simple users are involved in the bidding process. By
doing so, we have a completely new setting of roles, where simple users are the
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sellers and the service provider is the buyer of a virtual good “sensing data”. This
allows us to address the complex nature of incentives, compared to the limita-
tions of “classical” pricing mechanisms and achieve at the end higher utility. In
this paper, we especially emphasise on privacy and usability considerations of such
mechanisms and discuss how MAAs can be incorporated in participation sensing
systems, such that these dimensions are also enabled.

The rest of the paper is structured as follows. In the next section, we discuss
existing incentive mechanisms in participatory sensing and in Section 3, we argue
what requirements such mechanisms should satisfy. In Section 4, we argue why
multi-attributive auctions are the appropriate pricing mechanism for participatory
sensing. Then, in Section 5, we present the attributes that we consider important to
be included in the corresponding utility function, specifically for the participatory
sensing paradigm. Section 6 builds the overall communication model that is appro-
priate to incorporate MA As. The simulation experiments in Section 7 demonstrate
the benefits of using MA As for sensing data, compared to the next best choice, i.e.,
reverse auctions. Finally, in Section 8, we discuss future research directions and we
conclude the paper.

2. Incentives for Participatory Sensing

In this paper we focus on sensing projects that target the community level and in
which users sharing commons do not necessarily get a self-reflecting benefit from
offering their sensing capabilities. As in many community-based services, a key
factor in participatory sensing lies in the leverage of participation in data gathering.
Even though the ubiquity of mobile phones makes mass participation feasible,
it remains questionable how the general public can be motivated to voluntary
participate.

There is some recent work that studies the problem of incentives for partici-
patory sensing. Broadly speaking, we could identify two research directions. The
first one studies incentives, which are not monetary, but they are rather based on
mechanisms of social networks and on-line communities to make participants and
their sensing activities visible to one another [12, 13]. In this way users are able to
receive recognition for their contributions, build up a reputation and receive atten-
tion. In the similar direction, some related work investigates enhancing motivation
through gaming [14].

The second direction concerns monetary incentives, which is also the approach
taken in this paper. From the user’s point of view, Reddy et al. [15] showed in
user trials that a set of micro-payments was effective in encouraging participation
throughout a data collection task. They experimented with fixed prices and con-
cluded that having a fair micro-payment (20 or 50 cents per valid submission) with
an achievable maximum pay-out is a good strategy to have a balanced participation
of users. In this regard, micro-payments constitute very strong means to influence
users in favor of a service provider. However, in practice, micro-payments typically
are given out in form of coupons rather than pure micro-payments. The advantage
of this approach from a service provider’s point-of-view is that a significant amount
of these payments is refunded by the Point-of-Sales issuing these coupons in order
to advertise for their products. However, the drawback of coupons is that they can
only be used for a certain purpose - and not universally, like money earned from
micro-payments.

Service providers offering fixed prices for the acquisition of sensing data cannot
address the diversity of the resource “sensing data”. As discussed in the previous
section, the price that users expects to receive for their efforts is different among
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individuals and depends on many parameters. So, a better alternative for a pricing
scheme would be a traditional auction (e.g. English auction) that can help to reveal
the expected, unknown price of a user for his contribution.

Lee and Hoh [16] proposed recently the use of Reverse Auction based Dynamic
Price (RADP) as a pricing mechanism in participatory sensing. Users bid for selling
their sensing data, the service provider selects a predefined number of users with
the lowest bid and the winners receive their bid prices for the data. In order to
maintain the desired number of participants, the mechanism is adapted to prevent
those who lost the auction to drop out. For that reason, in the next round, the losers
of the previous one are given increased winning probability by virtually decreasing
their bid price at the service provider.

However, this is a sub-optimal solution, because a user’s auction bid would consist
only of the price a user expects to receive for his sensing data and does not allow to
negotiate on the data quality as well. Here we need to take under consideration that
sensing data are not all of same quality. In order for a service provider to provide
a better service, collecting data of high quality is important. For example, better
location precision or higher sampling frequency are factors that are of interest to
the service provider. Negotiating on the price alone does not provide any control
over the quality of the collected data and therefore does not help service providers
meet their application and quality of service requirements. This paper shows that
in the paradigm of participatory sensing, MAAs are an attractive solution to help
service providers select the most suitable sensing data, but also provide users with
the incentive to improve on them.

An alternative approach would be to select beforehand those participants that
are most probable to submit high quality data for a given application (or cam-
paign) and then recruit them by offering a micro-payment, as suggested by Reddy
et al. [17]. The evaluation is based on past experience from the interaction with
participants, i.e., how well they performed in previous campaigns, as well as con-
tinuous monitoring of their current mobility patterns, in order to approach those
participants who will offer the best coverage of the targeted area.

Besides the obvious privacy concerns that this approach raises, it does not di-
rectly motivate people to improve on their data, since they are already pre-selected.
In the approach suggested by this paper, the evaluation of the data collection per-
formance and availability takes place on the fly and locally on the mobile phone
of the user, by embedding the performance parameters inside the price calculation
function and dynamically re-calculating the price when these parameters change.
As everything happens locally on the mobile phone, privacy considerations can be
addressed more easily.

3. Requirements for Incentive Mechanisms

It already starts becoming apparent from our discussion above, that incentive mech-
anisms can become the key-factor to the success of participatory sensing campaigns,
as they can motivate people to participate with reporting sensing data. But this
is hardly enough. Service Providers need to be able to offer a certain Quality of
Service based on the collected data, so giving out incentives should result in a
corresponding quality of data that they can use to provide a service according to
the needs of their data consumers. So the question becomes, which data quality
parameters affect the willingness of Service Provider to offer incentives?

These parameters relate to the quality of the sensed data, directly or indirectly.
This is apparent in the work of Buchholz et al. [18], where they argue that the
quality of data depends not only on the precision or resolution of the provided data
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(in our case, sensed data) but also on indirect factors, like its trustworthiness. In
addition, Leh and Hoh [16] elaborate on the importance of an incentive mechanism
to be able to retain existing participants, as well as provide location privacy. We
show below that these parameters also indirectly affect the quality of the sensed
data at the Service Provider. So, overall, we come down to the following list of
requirements:

e R1 - Quality of reported sensed data. Depending on the application, collected
data should be of certain quality level, affected by technical parameters, like
the overall sensing time, the location accuracy and distance from a targeted
area, the sampling frequency, etc. Improving on these parameters increases the
data quality on one hand, but on the other hand, it also increases the energy
consumption on the mobile device or requires some additional effort from the
participants. Quality of data is also affected by other parameters, like sensor
precision or localization capabilities (e.g. GPS or cell-based), but they are usually
fixed characteristics that mobile users cannot improve on.

o R2 - Trustworthiness. Trustworthiness describes how likely it is that the provided
sensed data is correct. The very openness that allows anyone to contribute data
also exposes the applications to erroneous and malicious contributions. People
can get involved with the sensing process and therefore manipulate the output.
For example, one could shout close to the microphone, when sampling the noise
level. This is currently an open problem, and only a few suggestions exist on
how to solve it. One way is to build a reputation system that allows the server
to associate a reputation score with each contributing user that reflects the level
of trust perceived by the application server about the data uploaded by that de-
vice over a period of time [19]. Incentive mechanisms should incorporate methods
developed to deal with this problem. For example, in the case of monetary incen-
tives, the service provider could pay more to well-known and trustworthy users,
compared to new users or anonymous users. Similarly, in case of non-monetary
incentives, one could publish this reputation score to the community, so that
people are motivated to improve on it [12].

e R3 - Retaining participants. In the case of monetary incentives based on auctions,
users compete with each other and therefore some of them will lose the auction.
It is important that these users get an extra incentive to return and participate
again, so that the user-base is not decreased. Whereas new participants naturally
increase competition for selling sensed data, existing participants may have al-
ready gained a reputation and established their trustworthiness. Therefore they
are more valuable to a service provider than new participants.

e R/ - Location Privacy. Location privacy can indirectly affect the quality of sensed
data. Over the last years there is an increasing public awareness of privacy and
several research studies present convincing data that privacy concerns have an
impact on people’s acceptability and adoption of new technologies [20, 21]. Given
that user’s location information is attached to the sensing data reported by mo-
bile phones, location privacy becomes a main concern, and incentive mechanisms
should consider it. On one hand, service providers are willing to give more in-
centives for more accurate information, while on the other hand users need to
withhold information in order to protect their location privacy (e.g. by reducing
the precision of the location). Incentive mechanisms should be able to accommo-
date this trade-off and enable people to keep control over their own privacy.

The above requirements influence the design of incentive mechanisms, and in
the following sections we will show how a mechanism based on MAAs can address
them. But even if an intensive mechanism is designed correctly, there are still
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side-parameters that can affect the willingness of mobile users to participate. We
identify here two of such parameters: usability and transparency. Whereas usability
is a prerequisite for people to use a service [22], transparency lays the foundation
for a user’s trust in such a service [23]. Even though these parameters do not
directly influence the design of the incentive mechanism, caution must be taken
that the integration of the mechanism to the overall participatory sensing system
preserves these properties. Failing to do so, could cancel out the goals of incentive
mechanisms and have the opposite result of discouraging people from participating.

o Usability. Since incentive mechanisms target to stimulate the participation of
the users, the interaction with them is an important part. What we consider
important factors are the user interface and the degree at which users are required
to be involved. Options could range from daily contribution summaries to in situ
reminders. Reddy et al. report some results from the evaluation of user trials,
where some people even expressed the desire to have a map interface showing the
targeted area or an augmented reality browser to help discover nearby locations
for participation [17]. But what is important to pose as a requirement is that
the user interface on the mobile phone should not be intrusive and instead allow
users to be involved in the process at the degree they define.

o User control and transparency. The optimum of user participation can be
achieved by maximising incentives and minimizing user workload through ef-
fective interfaces. However, simply minimizing workload by keeping information
flows hidden is clearly not a viable option for creating a trustworthy system, as
this conflicts with the need of providing transparency to the users on which of
their personal information is flowing to third parties and when. Addressing this
trade-off should be considered by participatory sensing systems.

So, offering incentives to users requires the consideration of multiple parameters,
but at the same time it presents an opportunity to improve the experience of
participatory sensing overall. In this paper we concentrate on monetary incentive
and we investigate pricing mechanisms that can accommodate this complexity.
In the following section, we elaborate on the disadvantages of “classical” pricing
mechanisms and why the multi-attributive auction format can get us closer to our
requirements.

4. Market-based Acquisition of Sensing Data

On one hand, sensing data considered as a resource imposes different procurement
costs for individual users (e.g. for battery power or disclosed personal information).
On the other hand, service providers as processors of this resource have individual
requirements and considerations about its quality. Therefore, the question arises
whether there is a pricing mechanism, which allows actively communicating this
kind of information between the two parties, in order to determine a price that
reflects the demands of both sides.

4.1 Determining a Pricing Mechanism for Sensing Data

Fixed pricing could be excluded from the list of appropriate pricing mechanisms for
participatory sensing, due to the information asymmetry between mobile users and
service providers. So, for a service provider in order to reveal an individual user’s
monetary expectation of an incentive in exchange for sensing data, interactive,
dynamic pricing mechanisms have to be introduced [24, 25]. In this regard, the
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term “dynamic” denotes the fact that for the same good the price may be changed
over time for its potential buyer; the term “interactive” means that the price for a
good is determined within an interaction between buyer and seller.

Since the service provider (buyer) is the one who mainly determines the re-
quirements of sensing data (i.e. data quality), we can exclude pricing mechanisms
in which buyers and sellers are both directly involved in the price fixing process
(e.g. price negotiations). Following Skiera et al. [24], the remaining dynamic and
interactive pricing mechanism are two: reverse pricing and auctions.

For reverse pricing, the buyer proposes a price for the good, which is up for
sale. If the proposed price lies above the secret price threshold of a seller, the
buyer receives the good. In the other case, either a new bidding round begins or
the buyer is not able to acquire the good [26, 27]. Even though reverse pricing
schemes would be an interesting research direction for participatory sensing, they
cannon incorporate the different qualities in the data that users submit, so we do
not consider them in this work.

This leads us to auctions, in which buyers of a good submit monetary bids
corresponding to their willingness-to-pay and the highest bidder receives the good.
In this regard, two forms of auctions exist: Open-Cry and sealed auctions. For the
former type, auction participants continuously and openly raise their bids in order
to overbid the bids announced by their competitors. For the sealed auction type,
each participant submits only one sealed bid (i.e. not known by competitors) and
the auctioneer then selects the highest bid from all submitted bids at once.

Since the acquisition of sensing data from users has to occur in real-time, we need
a fixed and immediate auction and winner determination. Therefore, we choose
sealed auctions, which consist only of one bidding round. However, in order to
finally consider such an auction-based pricing mechanism for sensing data, the tra-
ditional sealed auction format has to be further modified and aligned, as described
in the following section.

4.2 Traditional Reverse Auction Format

In order to apply a traditional auction format (i.e. English auction) to the procure-
ment of sensing data by service provider, the role of buyers and seller have to be
reversed. Consequently, the service provider (buyer) now bids for offered sensing
data by mobile users (seller) and thereby the auction format is called reverse auc-
tion. Moreover, during the auction, participants continuously decrease their bids
until only one person with the lowest bid remains [28]. They win the auction round
and consequently are able to sell the sensing data to the service provider at the
price of their bid.

4.3 Multi-attributive Auction Format

A more sophisticated and complex form of a reverse auction format denotes the
multi-attributive auction format. While reverse auctions allocate a good or re-
source only based on the negotiated price between seller and buyer, this special
type of auction allows integrating additional attributes of a good into the auction
bidding, besides the price. It originates from a procurement domain, in which a
buyer expresses his preferences for a good in the form of a utility function [29]. For
instance, it may depend on price and quality. Once all bids have been submitted,
the seller, whose goods and other proposed conditions maximizes a buyer utility
function, wins the auction [30]. Consequently, it allows the service provider (buyer)
to communicate its quality requirements for a good and the mobile user (seller) is
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able to address these requirements alongside the submission of his monetary bid.

According to Bichler [28], the wutility function represents the key characteristic
or component of multi-attribute auctions. It reflects the overall value of a good for
a buyer, based on its known attributes. That is, each bid comprises a monetary
bid (i.e., the price that the user places), as well as a multiple quality dimension.
Thereby, it can be represented as n-dimensional vector () of either monetary or
non-monetary relevant attributes. In the case of an additive utility function S(z;),
the bid of a buyer can be expressed as * = (x1,...,2,). The seller evaluates
each relevant attribute x; through his utility function. As a result, the function
S : @ — IR translates the value of each attribute into a utility score. At the end,
the overall utility S(x) for bid = constitutes the sum of all individual utility scores
resulting from each attribute. If applicable, the individual utility scores can be
weighted, with the weights wq, . .., w, summing up to the value of one. The overall
utility of bid is given by Equation 1.

S(x) =Y w;iS(x;) and Y w;=1. (1)
=1 =1

For m submitted bids, a seller determines the winning bid, as given by Equation 2.

max{S(x;)}, where 1 <j<m. (2)

With the multi-attributive nature of sensing data and the quality requirements
of service providers to be considered, MAA mechanisms become suitable for our
scenario of collecting sensing data from mobile users. In the next section, we discuss
what kind of attributes, x;, could be considered for the utility function, before we
incorporate the auction process in a participatory sensing architecture.

5. Assigning Attributes to Sensing Data

In the participatory sensing paradigm, the resource on which sellers (i.e., the mobile
phone users) and buyer (i.e., the service provider) negotiate is the sensing data.
The service provider defines a utility function S(x) beforehand, including multiple
attributes x; that is important to him and on which users will compete to improve.
Fach attribute is weighted differently, by assigning the corresponding weight w;.
Since attributes with the highest weight have bigger impact on the utility function,
users will try to improve those first. At the end, only the m users with the highest
utility score win the auction.

Then, the question becomes: what are those attributes that the service provider
can include in the utility function and challenge the users to improve? The obvious
one is the selling price offered by the users, which the provider wants to keep
low and within his available budget. The difference is, that opposed to reverse
auctions, the service provider does not strive to minimize the expenses only, but
also wants to satisfy several other requirements related to the data and the users,
as we saw in Section 3. So, below we discuss a list of attributes, as an example of
what can constitute the overall utility function (see also Figure 1), based on those
requirements. We use the Quality of Context framework of Buchholz et al. [18] to
derive a selection of such attributes for quality of sensing data. It is not meant to
be a complete list, but only give an indication on what those attributes could be.
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Nature of the Application

Non-monetary
Incentives

Location Distance

Personal Income Location Accuracy

Privacy Valuation

Sensing Time

Sampling Frequency \

Previous Lost Rounds

User Credibility

Figure 1. Parameters affecting the utility function, S(z).

e Price: The price denotes the amount of money a mobile user demands for the
provision of their sensing data. During the auction, the mobile user is able to
decrease this price or bid respectively in order to improve his winning position
relative to the other competing mobile users.

o Amount of submitted data: The sampling frequency and the overall time the
sensors are measuring the environment affect the energy resources of the user’s
mobile phone. By increasing them, the user would devote more resources, but
also increase his data quality and therefore his utility score.

e Sensing location distance: Service providers typically prefer a specific location,
at which sensing data is to be collected by mobile users. In order to decrease
the sensing location distance, a mobile user could decide to physical move closer
to the targeted location. This improves the quality of the sensing data for the
service provider and at the same time the value of the user’s bid in the auction.

e Location accuracy: Blurring location data is a common technique to provide
location privacy [31]. This however could reduce considerably the worth of the
data for the service provider. The mobile user could be offered the possibility to
reduce the blurring factor and provide more useful data in exchange for a higher
probability to win the biding process.

o User credibility: Depending on the disclosed personal information of mobile users,
a service provider is able to derive additional sensing data quality aspects. For
instance, if an individual mobile user can be uniquely recognized by a service
provider (e.g. based on a pseudonym) as opposed to anonymous users, the service
provider has the opportunity to derive the creditability of the submitted sensing
data, based on his reputation score and the available user transaction history.

o Number of previously lost auction rounds: Based on the transaction history of
a mobile user, it can be revealed how many times they failed in winning prior
auction rounds. The higher this count, the higher the utility score a mobile user
gets in their current auction round (the actual score depends on the individual
utility function of a service provider). In this way, we motivate users to keep
participating even if they fail to win an auction from time to time. However, it
needs to be transparent to the mobile users that they benefit from the fact they
have previously failed to win an auction round.

After defining the above parameters of the utility function, we can now see why
monetary incentive mechanisms based on MAAs can satisfy the requirements we
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defined in Section 3. Referring to Fig.1, the location distance, location accuracy,
sampling frequency and sensing time are parameters that help us improve the qual-
ity of data, therefore satisfying requirement R1. The user credibility parameter
directly corresponds to requirements R2, while the previous lost rounds is neces-
sary for satisfying requirement R3. Finally, the location accuracy and sampling
frequency parameter also serves as a way to address requirement 4.

Next, it is of particular interest to take a close look at the user’s bidding price.
What is important to the user and which are the factors that affect the price he
requires? Below, we put together some of these factors.

o Privacy Valuation: The stricter the privacy attitude of a user, the higher the
monetary incentive he expects in exchange for his sensing data, in case it re-
veals personal information. We elaborate further on this issue separately, in Sec-
tion 6.2.

e Personal monetary income: The higher the monetary income and wealth of user,
the higher a user expects to be rewarded for his sensing tasks. This is because the
effort of a mobile user for collecting and submitting his data has to be rewarded
in relation to his income or wealth [32].

o Available non-monetary incentives: Participatory sensing applications allow to
introduce additional non-monetary incentives such as reputation of the mobile
users [12]. The higher these incentives are valued by the users, the less the
monetary incentives may be needed.

o The nature of the application: The goal of the specific participatory sensing ap-
plication could address some sensitivities of the user, such as his position against
pollution, etc. The sense that he contributes in a common goal for something that
he cares about could be enough to participate, no matter how low the monetary
incentives are.

Having concluded to the deployment of multi-attributive auctions in participa-
tory sensing and discussed their composition in detail, we now move on to inte-
grating this mechanism in such a system and show the communication steps that
are required.

6. Integrating MAAs in Participatory Sensing

We assume that a service provider wants to provide real-time services, such as
monitoring noise, temperature or COs levels in an urban environment. In order to
address the shortcomings of covering such a wide geographic area with dedicated
sensor nodes, the provider takes the approach to collect the data from mobile
phones of individuals. The idea, then, is to orchestrate the computing, communi-
cation, and sensing capabilities of a population of mobile phones, which happen
to be at the area of interest or a nearby area, in order to enable large-scale sens-
ing purely through software running on this existing hardware base. Each mobile
phone transmits the sensing data from the environment to a central server through
the mobile network. Then, the service provider aggregates the measurements from
all users and processes them to deliver the service.

6.1 Communication Model

Broadly speaking, there are two communication models to collect sensing data from
people, depending on the nature of the application [33]. In the first one, people are
actively involved in the data collection process. Which data is important? How
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Service Task Report
Provider Server

Targeted Area

Figure 2. Communication steps in the acquisition process of sensing data.

much do we need? Humans can figure out how to collect public sensing data by
making opportunistic choices on the spot. The second way would be to take a
more proactive approach. That is, sensor sampling occurs whenever the state of the
device (e.g. geographic location, available sensors, etc.) matches the application’s
requirements. In this case the device is remotely tasked to collect and report sensing
data, utilizing in this way the device without its owner being actually aware of the
sensing activity. In our example scenario, the service provider is the one who decides
which data is needed and from which area. So the second approach, sometimes also
called opportunistic sensing, is the most appropriate for our case.

However, the key question is how sensing tasks are distributed to the mobile
phones. One option is to employ a push mechanism, as suggested by PRISM [34],
where the participating nodes (i.e. mobile phones) register with the server and the
server tracks the nodes and pushes only matching tasks to them, based on their
context (e.g. location). For example, we may assign the task “measure temperature
in area X” to Alice, when she is entering this area. This means that the system
should monitor the current location of users, so that it knows which users are within
the area of interest or are most likely to visit it; something that raises immediate
privacy concerns. PRISM tries to limit this problem, by expiring registrations and
requiring fresh registrations from time-to-time.

The second approach is to employ a pull approach, as suggested by Anony-
Sense [35], where sensing tasks are posted on a server and the participating nodes
download the tasks and match them to their context to decide which one to exe-
cute. This approach has the advantage that the nodes do not reveal anything about
their context (including location) to the service provider, in order to receive the
sensing task. At the network level, an anonymizing network, like Tor, is used to
protect the network identity of the device. We adopt this approach here, since it
offers a solid basis for privacy protection and enables users to decide on their own
how much private information they want to give out, as part of the negotiation
during the auctions.

Fig. 2 depicts the steps of the whole process and we explain them in more details
in what follows.

Step 1: In order for the service to be real-time, the provider defines successive
short time periods, within which sensing data are to be collected by people from
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a given geographic area. This is expressed by the service provider in the form of
a task, which is submitted to a Task Server. The task contains two things: the
acceptance conditions and the utility function S(x). The acceptance conditions
limit which mobile nodes may execute the task, e.g. it defines the required sensors,
termination conditions, etc. The utility function incorporates the provider’s budget
and several parameters that affect the required data quality for the service provider,
as explained in Section 4.3.

Step 2: The mobile devices of users, registered in the service, periodically check
on the Task Server and choose tasks to run based on the acceptance conditions of
these tasks. Additionally, some local conditions, defined by the users, can also be
applied. Such a condition could be, for example, not to accept sensing tasks, if the
remaining battery level is below a threshold.

Step 8: If the mobile phone accepts a task, users define their initial price, which
is the first input in the attached utility function. In Section 5, we discussed several
of the factors that could affect this price value. Besides the price, the quality
attributes of the utility function S(z) are also evaluated at this point, in order to
produce the utility score.

Step 4: If not satisfied by the utility score, users are able to improve it, by
acting on the data quality factors. For example, a user could choose not to blur the
location information, or to move closer to the preferred sensing area of the service
provider (as shown in Fig. 2).

Step 5: The utility score is recalculated and once the mobile user is satisfied
with the value, he submits the characteristics of the sensing data to the Reporting
Server for the auction round. The auction round begins at the end of each reporting
time period and takes place between the users who have submitted their interest to
participate in that round. Once the auction round winners have been determined,
they submit the actual sensing data from their devices to the Reporting Server.
Even though it is not shown in Figure 2, a Mix Network is also needed in Step 5,
to serve as an anonymizing channel between the mobile phone and the Reporting
Server and guarantee the privacy of the user at the network level.

6.2 Privacy Considerations of Users

The approach taken in this paper is that users should be free to decide how much
private information they want to reveal to the service provider. Our system design
is based on principles that hand this choice over to the user. At the same time,
our utility function S(z) embeds the natural tension between revealed information
and privacy. Decreasing the privacy protection (e.g. revealing accurate location
coordinates or attaching personal identifiers) the utility score increases, improving
the chances to win the auction round. However, the attribute “price” in the utility
function allows the user to increase the amount of money he demands, for giving
out some of his privacy. We have reflected that in Fig. 1, but here we elaborate
further, based on existing studies.

Chances are that users will indeed demand more money, if they reveal their
privacy. There have been studies that try to identify how much privacy is worth
for the users and assign a price to it [36-39]. Even though some of them present
specific mean values, they all show that the distribution of privacy valuations from
users is not centred around these values, but rather present big variance. Acquisti
et al. actually showed more concretely, that privacy valuations are not normally
distributed, but clustered around extreme focal values and that individuals may
easily move from one extreme to the other, depending on contextual factors [38].

There are two interesting parameters that seem to affect the amount of money



Monetary Incentives in Participatory Sensing 13

people require to reveal private information. The first one is how much they trust
that their privacy is protected by default from the system. When they feel that
their privacy is protected, people value it much more than when they feel their
data may be revealed from the entity that collects it. The second parameter is the
purpose for which their data is collected. Cvrcek et al. presented results from a
cross-European study, where the median of the bids increased about twofold when
compared to the bids when the data were to be used not only for academic purposes,
but also for commercial purposes [37]. Here one has to take under consideration
the cultural factors, as Brush et al. repeated the same experiment in the U.S. and
did not observed a significant difference in the same question [39].

6.3 Usability Considerations

Throughout the paper, we have presented the auction as a process where the user
is actively involved. As the auction takes place while the user is on the go, this
raises concerns on usability of the application. In reality, we can minimize user’s
involvement, by introducing pre-configurations of the mobile client, such that the
process can be automated according to user’s preferences. There are no restrictions
paused by the auction mechanism itself. For example, the client can automatically
download and accept sensing tasks according to the user’s location and energy
remained on the mobile phone. Then the client can suggest a price, based on the
user’s profile and pre-defined ranges and eventually sense and submit the data.
Ideally, the user could receive daily notifications at the end of the day, about the
amount of money collected.

Alternatively, since multi-attributive auctions enable users to take actions to
improve their data, it makes sense to notify them about that. For example, the
user could receive a notification on his screen, stating his current utility score and
suggestion on how to improve it (e.g. move closer to a specific area). Receiving such
notifications could be turned on and off by the user, depending on the context.

6.4 Privacy User Interfaces

Privacy is a complex problem that is often hard to define [40], yet transparency
and control clearly play a major role in its provision. The discussion on privacy and
usability considerations above, bring to surface the well-known trade-off between
the two. On one hand, if we target to improve usability of participatory sensing
applications by allowing user to pre-configure privacy settings, capturing the large
number of different contexts where sensing could actually take place would require
a very complex configuration panel. On the other hand, allowing users to decide on
the spot, every time a sensing report is sent, would decrease usability considerably.
We identify this as an interesting open research challenge.

Designing user interfaces for giving people control over their own data is a cross
cutting issue, involving many disciplines such as psychology, behavioural sciences,
ethnography, formal (computer) languages, and of course user experience design. Of
particular interest are individual privacy preferences (e.g., elicited through surveys
about what data people are willing to share with others), privacy practices (e.g.,
observed during actual real-world interactions with services), and mental privacy
models (e.g., for communication privacy policies). Iachello and Hong offer an in-
depth overview of the vast literature in the area of privacy and human-computer
interaction [41].
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7. Simulation Experiments

Since the procurement of sensing data may involve the participation of many mo-
bile users in real usage situations, in this section we perform several simulation
experiments in order to demonstrate the general theoretical economic benefits of
applying a multi-attributive auction format in such scenarios. With regard to fur-
ther research, it is planned to conduct user trials based on the gained knowledge
from the experiment, in order to see how these benefits translate into practice.

7.1 Simulation Model and Setup

In our experiments, we compare the traditional reverse auction format with the
sealed multi-attributive auction format in order to demonstrate the benefits of the
latter for both seller and buyers of sensing data. Therefore, our simulation model
assumes one service provider as buyer of sensing data and a variable number of
mobile users as sellers of the resource. The resource sensing data is described by
the price and a number of quality attributes, as described by Eq. 1. For the sake
of simplification we have assumed equal weights for all attributes. The values that
these attributes receive would be defined by the actual users, but for the simulation
experiment they were randomly generated based on uniform distribution, which is
the most realistic assumption for multi-attributive auctions [28].

Based on the Monte Carlo Simulation model, 5000 auction rounds had been
conducted for each simulation case below. Thereby, the presented diagrams reflect
the corresponding results as average values from the conducted auction rounds.

7.2  Simulation Results

The first simulation experiment shows the utility outcome as a function of the
number of negotiable attributes for a user. In particular, 50 users as sellers of
sensing data and one service provider as buyer of the data were assumed. For
simplicity, in this experiment we have assumed only one winner for the auction,
and later on we examine the effect of having multiple winners separately.

The outcome is depicted in Fig. 3 and it demonstrates that it is beneficial for a
service provider to allow users to negotiate on more than just one attribute (i.e. the
price) during an auction. The reverse auction (RA), which allows users to negotiate
only on the attribute price, provides the lowest utility for a service provider. In the
case of a multi-attributive auction, where more attributes (e.g. location distance,
privacy valuation and more) become negotiable, the utility of the auction outcome
for the service provider increases monotonically. This increase of the utility score
directly translates to an increase of the data quality.

The reason for this outcome is that negotiation on more than just one attribute
automatically generates a greater variety of offers from users from which a service
provider can choose, in order to maximize utility from buying off sensing data in
accordance to his business objectives.

The second simulation case shows the change of the sensing data acquisition
costs as a function of the available number of negotiable attributes by users. 50
users as sellers of sensing data and one service provider as buyer of the data were
assumed. Again for simplicity, only one winner of the auction was assumed.

The results are shown in Fig. 4 and they demonstrate that the acquisition costs
for service providers increase, once we apply MAAs and the price is no longer the
only attribute to be negotiated. This is because users are no longer solely competing
on the price for sensing being bought by the service provider. Competition is now
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Figure 4. Acquisition costs as a function of the negotiable attributes with users.

equally distributed across multiple attributes on sensing data and therefore does
not focus on price as the only attribute any longer. Whereas this might be quite
intuitive, a service provider has the option to increase the weight for the attribute
“price” within the utility function. This case is denoted as MAAPW in Fig. 4.
Thereby, the service provider is able to reach a trade-off between acquisition costs
and utility outcome based on the requirements of his application and business
model. This means, the higher the weight on the price, the lower the acquisition
costs and also the lower the overall utility outcome.

The next simulation case examines how the utility outcome changes depending
on the number of participating users in an auction. It compares the RA with the
MAA cases, assuming five negotiable attributes for the latter and one wining user.
As shown in Fig. 5, the utility of reverse auctions and multi-attributive auctions
increases with the number of users offering their sensing data, but not significantly.
This means that MAAs do not require a critical number of participants, in order
to be efficient. This makes them practical for any kind of applications based on
sensing data.

In contrast to the previous experiments, Fig. 6 shows how the utility for service
providers changes, if more than one user can win the auction. It is important to
see the behaviour of the utility outcome in this case, as in participatory sensing
we will require the data of several sources, in order to cover a geographical area
efficiently. In particular, Fig. 6 shows two cases for MAA (for 200 and 1000 overall
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participants), while the same is repeated for the RA case.
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Figure 6. Utility dependence on the number of winning users.

This simulation case shows that an increasing number of winners leads to a
decreasing overall utility for the acquired data. The reason for this lies in the
fact that an increasing number of winning users also decreases the competition
between the users. This ultimately leads to a lower utility. Consequently, a service
provider has to carefully balance between its desired data quality (due to the
amount of sensing users) and the desired overall utility of the collected sensing
data. Nevertheless, it is important to emphasize that the MAA case still provides
a higher overall utility than the RA.

7.3 Simulation Limitations

The simulation results in Fig. 3 indicate the opportunities for service providers to
negotiate on sensing data quality while offering monetary incentives to users. The
feasibility of measuring and influencing these parameters on mobile devices in the
real setting is straightforward for most of them. For example, with the user moving
closer to the target area, the distance is decreased. Similarly, local parameters like
sensing time, location accuracy and sampling frequency can be extracted from the
hardware settings of the mobile phone and the user can be given control over them.
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Two special parameters deserve separate consideration, i.e., the user credibility
and previous lost rounds. Both of these parameters are being computed on the
service provider’s side and as mentioned in Section 7.2, they cannot be manipulated
(i.e. negotiated) by the user during the auction round. They only reflect user’s
behaviour as seen by the service provider. Here a suitable mechanism needs to be
developed at the service provider’s side in order to actually “measure” credibility.
The same applies for the integration of the previously lost auction rounds.

In the simulation environment, all of the above parameters take random values
according to a uniform distribution. Even though this cannot depict accurately the
real setting, it is sufficient for our purpose to show the behaviour of the utility
function. Experimental values would affect the exact shape of the graphs, but not
the overall behaviour as observed in this paper. This behaviour is important to
show the benefits of MAAs against other pricing mechanisms.

8. Conclusions and Future Directions

The application of multi-attributive auctions enables service providers to negotiate
on the quality of sensing data in accordance to their needs, while at the same time
users have the opportunity to evaluate the value of their current data quality and,
if applicable, improve on their status.

We have conducted four simulation cases, in order to demonstrate that the MAA
can actually provide benefits to service providers, by allowing them to acquire sens-
ing data with a higher utility. The results show that the utility of the acquired
sensing data can be increased with an increasing number of negotiable attributes.
However, this higher utility comes at higher acquisition costs, which have to be con-
sidered by a service provider. Further, with an increasing number of participating
users, also the utility of the acquired sensing data can be increased due to higher
competition between users. On the opposite, with an increasing number of users
required to win the auction (e.g. if multiple redundant data sources are required),
the utility decreases, because of less competition between the users. However, the
utility remains higher than that of the RA mechanism.

The conducted simulation studies in this paper give a reasoning for the benefits of
applying multi-attributive auctions for the acquisition of sensing data, but several
details of such pricing schemes comprise challenging research questions on their
own. We identify here some of these open questions:

e Service provider supporting specification of the wutility function: Critical to the
success of multi-attributive auction formats is the specification of the service
provider’s utility function according to its business objectives. For instance, how
can the distance of a user to the targeted sensing location be translated into
the corresponding utility score and how does this function develop with increas-
ing/decreasing distance? How can the attributes be weighted appropriately?

o Decision support for users on how to formulate their auction bid: Since users
are no longer submitting solely a price as bid in a multi-attributive auction,
formulating a bid becomes more complex. It will be important to reduce this
complexity to the minimum, in order to foster the participation of users in sensing
data and to support mobile users in placing a bid depending on their current
situation. For instance, should a user reduce his expected price for submitting
sensing data or should he physically move closer to the targeted geographic area
in order to improve his chance to win the auction round?

o User trials empirically evaluating the proposed multi-attributive auction format:
User trials are required in order to evaluated how users interact with the sensing
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system and the MAA mechanism in particular. Are users actually willing to
improve the data quality in order to improve their auction bid? What are the
privacy concerns of users in this context? What kind of personal information are
they actually willing to reveal to the service provider? What is the real price (in
Euro) that users expect in exchange for their participation in a real application
scenario?

In conclusion, it is critical that users and service providers benefit from a pricing
scheme, in which both parties are able to influence and express their objectives
and preferences during the transaction process. Maximizing these benefits should
be the next milestone down the road of applying multi-attributive auctions for
allocating and pricing sensing data from users.
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